NHO®OPMAINMNOHHASIIAMATKA
MJIS 00y4aI0IUXCS

C KaXXIbIM I'OAOM MOJIOACKH B HMHTCPHETE CTAHOBUTCS BCE 60m.me, da IIKOJIbHUKKW OAHH M3 CaMbIX
aKTUBHBIX I10JIb30BaTElICH PYHeTa. MC)K,Z[y TEM, IIOMHUMO OI'POMHOI'O KOJIHNYCCTBA BOSMO)I(HOCTeﬁ,
HHTEPHET HECET U HpO6J’I€MBI. JTa namaTka JOJIDKHa IIOMOYb TeOe Oe30macHo HaXOJUTHCA B CCTH.

Komnsromepnuie eupycot

KoMIbIOTEpHBI BUPYC — O3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTINYUTEIBHOU
0COOEHHOCTh KOTOPOH SIBJII€TCSI CHOCOOHOCTh K Pa3sMHOXKEHHUI0. B J1omonHenne K 3ToMy, BUPYChl MOT'YT
HOBPEIUTh UM MOJTHOCTbIO YHUUTOXUTh (Daliiibl U JaHHBIE, IOJKOHTPOJIbHbIE TI0JIb30BATENI0, OT UMEHH
KOTOporo Oblja 3alyllleHa 3apaKeHHas NporpaMma, a TakKe IOBPEIUTh WIM YHUUYTOXKHUTb
ONEPALIMOHHYIO CHUCTeMy cO BceMu (Qaiimamu B 1enoM. B OONBIIMHCTBE CilydyaeB BHPYCHI
pacrpoCTPaHAIOTCS 4YePE3 UHTEPHET.

MeTobl 3alIUTEl OT BPEJIOHOCHBIX IPOTrpaMM:

1. Hcnonb3yit cOBpeMEHHbIE ONepallMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HbI YPOBEHb 3allUThI OT
BPEIOHOCHBIX ITPOTPAMM.

2. IlocrossHHO ycraHaBnuBail mauTd (uMdpoBble  3aIUIaTKH, KOTOPblE aBTOMAaTUYECKH
YCTAQHABJIMBAIOTCS C LENIbI0 J0pa0OTKM NPOrpaMMbl) M JApyrue OOHOBJIEHHS CBOEH
omnepanoHHON cuctembl. CkauumBail UX TOJNBKO C opuIMaTbHOrO caita pazpadorumka OC.
Ecnu cymecTByer pekuM aBTOMAaTUYECKOT0 OOHOBIIEHUS, 0053aTEIbHO BKIIIOUH €TO.

3. Paloraii Ha cBOEM KOMITBIOTEpE IOJ MpaBaMH IOJIB30BATENS, a HE aJIMUHUCTpATOpa. JDTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM MHCTAJNIMPOBATHCS Ha TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE.

4. Wcnonb3yih aHTUBHUPYCHBIE TMPOrpaMMHBIE IPOAYKTBl H3BECTHBIX IPOU3BOAUTENEH ¢
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3.

5. Orpanunub GU3NYECKUN JOCTYN K KOMIBIOTEPY JJIi HOCTOPOHHUX JIULL.

6. Vcnonp3yil BHelIHME HOCUTENM WHGPOpMalMM, Takue Kak ¢remka, JUCK win ¢ailn u3
MHTEPHETA TOJBKO U3 POBEPEHHBIX NCTOYHHUKOB.

7. He oTkpbiBail KOMIIbIOTEPHBIE (Qailsibl U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe Te (aiiabl, KOoTOpbIe
IpHciiai TBOM 3HaKOMBIN. Jlydllie yTouHu y HEro, OTIPaBIIsI JI OH Te0e HX.

Cemu WI1-FI

Wi-Fi — 5T0 He BHJ nepenauu JaHHBIX, HE TEXHOJOTHS, a BCErO JHUIIb OpeHn, mapka. Eme B 1991
TOJy HUAEpJaH/AcKas kommnanus 3apeructpupoBana opeHna « WECAy, uto 0003Hadano cilioBOCOYETaHUE
«WirelessFidelity@, koTopbie mepeBoaITCs Kak «OeCIpOBOIHAS TOYHOCTHY.

Jlo Haiero BpeMeHHu Jollia Apyras abopeBuarypa, KoTopas sBJIseTCs TaKOH ke TeXHOJOrHen. Jrta
ab6pesuatypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO ¢ HAMEKOM Ha BBICIIEH CTaHIAPT 3BYKOBOW TEXHUKHU
Hi-Fi, uto B mepeBoie 03HAYaET «BHICOKASI TOYHOCTHY.

Ja, OecrulaTHBIi MHTEPHET-IOCTYNl B Kade, OTeNsIX U adpomopTax SBISETCS OTIMYHOU
BO3MOYKHOCTBIO BBIXO/[a B HHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT, uTO 0o0mieoctynubie cetr Wi-Fi He
SIBJISFOTCST O€30MaCHBIMU.



Cosersl 0 6e300aCHOCTH PaboThl B 00menocrynHbix cersix Wi-Fi:

1. He nepenasaii cBoro nnunyro uHGoOpmMaiuio yepe3 oomenocrymnasie Wi-Fi cern. Paboras B HuX,
JKeJaTeIbHO HE BBOAMTD JIOTUHBI U IMTAPOJIHIOCTYIIA, M KAKHE-TO HOMEpa.

2. Ucnonp3ylhi M OOHOBIANM aHTUBHPYCHBIE TNporpamMmbl W Opanamayl’p. TeM cambIM T
00e30MacuIIb CBOE YCTPOHCTBO OT 3aKaYKH BHpYCa.

3. Ilpu ucnonp3oBanuu Wi-Fi otkimtoun ¢ynkimioo «OO0mmid goctyn K ¢aiijaaM ¥ MpUHTEpaM».
Jannast GyHKIHMS 3aKpbITa 10 YMOJIYAHUIO, OJHAKO HEKOTOPHIE MOJIb30BATENIM aKTHBHPYIOT €€
JUTsL yI00CTBA UCTIOJIb30BAHUS YCTPOICTBA B ydeOe 1in padoTe.

4. He ucnonw3yit myonuunbiidi Wi-Fi a1 nepepaun JTUYHBIX AaHHBIX, HAIPUMEpP JJIS BBIXOJa B
COLIMAJIbHBIC CETH WM B DJICKTPOHHYIO TTOYTY.

5. Hcnounb3yii Tonbko 3amunieHHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope BeO-
azpeca BBoau uMeHHO «https://».

6. B moOunbHOM Tenedone orkiaroun ynkumioo «l[lomxmouenune k Wi-Fi aBromaruuecku». He
JIONYCKai aBTOMAaTH4eCKOro B IMOIKIIOUEHHs ycTpoiicTBa K cetssm Wi-Fi 6e3 TBoero cornacusl.

COI(uaJleble cemu

ConuanbHble CETH aKTHUBHO BXOJAT B HAlly JKW3Hb, MHOTHE JIOAM paboOTalOT M KHUBYT TaM
HIOCTOSIHHO, a BFacebookyxe 3aperucrpupoBan MUILIHAP/ YENIOBEK, YTO SIBISICTCS OJHOM CeIbMOii BCexX
KUTeNled IIaHeTbl. MHoOrue IoJib30BaTely HE MOHUMAKOT, 4TO MH(pOpManus, pa3MElIeHHAas HUMH B
COLMAIBHBIX CETAX, MOXXET OBITh HalJleHa KeM YTOJHO, B TOM YHCJIE€ HE 00s3aTelnbHO C OjaruMu
HaMEPEHUSMH.

(OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLMAIILHBIX CETAX:

1. Orpanuyb cnucok droAel. Y TeOs B JApy3bsSiX HE JODKHO OBITh CIy4YailHBIX W HE3HAKOMBIX
JOJIEH.

2. 3ammmai CBOIO YacTHYIO JXW3Hb. He ykaspiBail maponu, TenedoHBI, aapeca, JaTy TBOETO
POXICHUS U JPYTYIO JTUYHYIO HH(pOpMAamwio. 3TOYMBIIUICHHHKH MOTYT HCIIOJB30BaTh JIaXKe
UH(OPMAITHIO O TOM, KaK ThI U TBOH POJUTEIIN TUIAHUPYIO TPOBECTH ITH KAaHUKYJIBI.

3. Bammimai CBOIO PEIyTaIMi0 — JIEPKH €€ B YHCTOTE M 3aJaBail ceOe BOMPOC: XOTEN OBl THI,
4TOOBl JpyrHe MONb30BATeNU BUJENM, YTO ThI 3arpyxkaems? [logymail, mpexae uyeM YTO-TO
OMyOJIMKOBATh, HAMKCATh WJIH 3arPY3UTh.

4. Ecnu Thl TOBOPUIIH C JIOABMH, KOTOPBIX HE 3HaEllb, HE HCIOJB3YHl CBOE peaJbHOE MMS U
JIPYTYIO JTHYHYIO HHPOPMAIHIO: UMsI, MECTO )KUTEIHCTBA, MECTO Y4eObl U IIpoYee.

5. Uzberait pasmenienuss mHGOpMaIMd B HHTEPHETE, TJ€ Thl HM300paK€H Ha MECTHOCTH, IO
KOTOPOI MOXKHO OTPEAETUTh TBOE MECTOPACTIOIOKEHHUE.

6. Ilpm perucTpanmud B COIMAIBHBIX CETAX HEOOXOIMMO WCIIOJIE30BATh CJIOXHBIC ITapOJIH,
cocrosmue u3 OykB v UQP, U ¢ KOJTUISCTBOM 3HAKOM HE MEHee 8.

7. JIns couManmbHOW CEeTH, MOYTHI U JPYTHX CaWTOB HEOOXOIUMO HMCIOJIB30BaTh Pa3HbIC MAPOIH.
Tormaa, ecinu T€0s1 B3JIIOMAIOT, 3JI0YMBIIIUIEHHUKH MOTYYaT TOJBKO JOCTYH K OJJHOMY MECTY, a He
KO BCEM cpasy.

dnexkmponnvie Oenvzu

DONEeKTPOHHBbIE JEHbIM — OTO OYEeHb YJOOHBIM CHoco® TaTeXel, OIHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC MOT'YT ITOJYUUTH OTH ACHBI'U.



QHCKTpOHHBIe JCHBI'M IIOABUWJIMCh COBCEM HCEAABHO W HMMCHHO H3-3a OJ5TOr0O BO MHOI'HMX
rocyaapCTBax HC MPOIMHUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHHPYIOT U O HUX YXe€ MPOMHUCAHO B 3aKOHE, IJIe UX Pa3AesioT Ha
HECKOJIbKO BHJIOB — aHOHUMHBIE U HE aHOHMMHBIC. Pa3HuIla B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
paspemaeTcss TPOBOAUTH oOmepanuu 0e3 UIACHTH(QHKAIMHN IOb30BaTeNsl, B HE AHOHUMHBIX
uACHTH(DHUKAIIS TOTH30BATEIEH SBISICTCS 00S13aTEIIBHOM.

Taxoke cnemyer pa3nuyarh 3JIEKTPOHHBIE (PHATHBIC JEHBIU (PaBHbBIE TOCYAAPCTBEHHBIM BAJIOTaM)
U 2JICKTPOHHBIEC HE (pUaTHBIC IEHbIU (HE PaBHBIE TOCYIAPCTBEHHBIM BAJTIOTAM).

OCHOBHBIE COBETHI IO 0€30IaCHOM pa60Te C JJICKTPOHHBIMHU JCHbI'aMH.

1. IlpuBsxku K cueTy MOOWJIBHBIA TenedoH. DTo camblii ymOOHBIM W OBICTPBIH CIIOCOO
BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBs3aHHbIN TeneQoH MOMOXKET, eciau 3alynenib CBOM
TJIATEKHBIN apoJIb WK 3aiIelllb Ha CAlT ¢ HE3HAKOMOTO YCTPOICTBA.

2. Hcmonbp3yii ogHOpa3oBbie mapos. [locne mepexoa Ha YCHIICHHYIO aBTOPU3ALIMIO TeOe YxKe HE
OyzeT yrpokaTh OIAacCHOCTb KPakKu MITH TIEPEXBAThI TUIATEKHOTO MAPOJISL.

3. Bribepu cnoxsblii maponb. [IpectynmHukam OyAeT HE MPOCTO YraiaThb CIOXKHBIM IapoJib.
HanexHple mapoiau — 3TO Maposin, KOTOPBIE COepKaT He MEHee 8 3HAKOB M BKIIIOYAIOT B CE0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PPHI U HECKOJIbKO CHMBOJIOB. Takue Kak 3HaK JoJuiapa,
GbyHTa, BOCK/IMIATEIbHBIN 3HAK U T.1. HanpumMep: $tR5ng!

4. He BBOJM CBOM JTUYHBIE TaHHBIE HA CATaX, KOTOPHIM HE TOBEPSCIIb.

3ﬂekmpommﬂ nouma

OJNEeKTpOHHAsl IOoYTa — 3TO TEXHOJIOTUS M TIPEAOCTABISEMBIE €I YCIYTH 10 MEpechlIKe HU
HOJYYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENAIOTCS B KOMIBbIOTEpHOH ceTH. OObIYHO
AJIEKTPOHHBIN SAIIMK BBITIISIUT CIEAYIOIMM 00pa3oM: UMs_Toib3oBatens @ums_jgomeHa. Takxke, kpome
nepeaayy MpocToro TeKCTa, MMeeTCsl BO3MOKHOCTD IepeiaBaTh (aiibl.

OCHOBHBIC COBETHI 110 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ IMOYTOM:

1. Hago BBIOpaTh mNpaBWIbHBIN IOYTOBBIM cepBUC. B uHHTEpHETE €cTb OrpPOMHBIM BBIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle JOBEPSATh TEM, KOIO 3HAEllb U KTO MEPBbIi B
pEUTHHTE.

2. He yka3piBall B JMYHOM moure JMYHyr0 uHpopmauuioo. Hanpumep, mydme
BBIOpaTh«MY3bIKaIbHBINA _(hanaTr@» nmm «pok2013» BMecTo «remal3».

3. Hcnonb3yil IBYXAITalHyIO aBTOpH3alMI0. DTO, KOTAAa IMOMHMO MapoJisi HY)KHO BBOJUTH KO,
npuckiaeMsnii mo SMS.

4. Bpibepu crnoxHBIA Tapodib. JJis KakJIOTO MOYTOBOTO SAIIMKA JIOJDKEH OBITh CBOW HAaJIeKHBIMH,
YCTOMYUBBIN K B3JIOMY MTapOJIb.

5. Ecim ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIMPOC, HCIOJIB3YyH 3Ty
BO3MOKHOCTBb.

6. Mcnonp3yil HECKOJBKO MOYTOBBIX SIIMKOB. IIepBbIil Is1 yacTHOM MEPENnUCKH C aJpecaTtami,
KOTOpBIM JIOBEpSIEIIb. DTOT JIEKTPOHHBIN aJipec HE Hal0 MCIOJIb30BaTh IIPU PErvcTpalii Ha
dopymax u caiftax.



He otkpeiBaii Qailnel 1 Apyrue BIOXKEHUS B NUCbMax Ja)ke, €CIM OHM IPUIUIM OT TBOUX
npys3eil. Jlydine yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3T (paitibl.

[Tocne okoHyaHus pabOTHI B TOYTOBOM CEPBHCE TEPEI 3aKPHITUEM BKIIAJIKU C CATOM HE 3a0yab
HakaTb Ha «BpIiTu».

Kubepoynnunz unu eupmyanvroe uzoeeamescmeo

KubepOymiuHr — 3To mpecieoBaHue COOOIICHUAMHU, COAEPKALIUMHU OCKOPOJIeHUs!, 3allyTuBaHue,

XYJIUTaHCTBO, COIUAJIbHOC GOfIKOTHpOBaHI/Ie C IMOMOIIBIO PA3JIMYHBIX UHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI 0 0OpEOE ¢ KMOEPOYILIIMHIOM

1.

He Opocaiics B 60ii. JIyummii croco0: MOCOBETOBAaThCS Kak ceOsi BECTHU M, €CIM HET TOro, K
KOMY MOKHO OOpaTUThCS, TO BHayalle HY>KHO YyCHOKOUThCS. Ecnu Thl HauHelIb OTBEYaTh Ha
OCKOpOJIeHUsI OCKOPOJIEHUSIMU, TO TOJIBKO ellle O0JIbIle Pa30XKKellb KOHDIUKT.

Ynpasisii cBoei kubeppenyranuei.

AHOHUMHOCTBH B ceTd MHHUMas. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM.

He crout Bectn Xxynuranckuii oOpa3 BUPTyaJdbHOH Xu3HH. MHTEpHET (UKCHUPYET BCE TBOH
JNEHCTBUS M COXpaHSET MX. Y IaTUTh UX Oy/eT KpaitHe 3aTpyIHUTEIBHO.

Cobmto1aii CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY.

Urnopupyit enuHuyHbld HeraTuB. OAHOpa30BbIE OCKOPOUTENbHBIE COOOILIEHUS JIydYlle
UrHOpHpoBaTh. OOBIUHO arpeccus MpeKpalaeTcss Ha HaYaIbHOW CTaIHH.

banp arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSIMHU, B COLIUAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKMPOBKH OTIIPaBKU COOOILEHUH C ONpeIeIEHHBIX apecoB.

Ecnu TelI cBUzeTens KuOepOyIMHIra, TO TBOU JEHCTBUS: BBICTYNHUTh MPOTHUB MpECcie10BaTeNs,
MOKa3aTh €My, YTO €ro JAEMCTBHSI OLICHHBAIOTCS HETAaTHUBHO, IMOJAJEP)KaTh >KEPTBY, KOTOPOU
HY’)KHa TICUXO0JIOTUYECKasi IOMOIIb, COOOUIUTH B3POCIBIM O (haKTax arpecCHBHOIO MOBEJICHUS B
CeTH.

Mobunvuotit meneghon

CoBpemeHHble cMapT(HOHBI U MIAHIIETHI COAEPkKAT B ce0e BIOJIHE B3POCIbIA (YHKIIMOHAT U TETIEPh

OHM MOTYT KOHKYPUPOBATH CO CTAlMOHAPHBIMU KOMIIBIOTCPAMMU. O)IHaKO CpCACTB 3alluThbl JIA

HOI[O6HI>IX YCTpOﬁCTB IIOKa O4Y€Hb MaJio. TCCTI/IPOBEIHI/IG " IOUCK YﬂSBHMOCTefI B HUX INPOUCXOOUT HEC TAK

WHTEeHCUBHO, Kak B [1K, Toxe camoe kacaeTcsi 1 MOOMIIBHBIX TMPUIIOKEHUM.

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl NPAKTHYECKU JIOTHAJIM HACTOJbHBIE AaHAJOTH, OJHAKO

pacmuperue GyHKIIMOHAIA BJIEUET 32 COO0M OOJIBIITYIO CIIOKHOCTh M MEHBITYIO 3alTUIIICHHOCTD.

llaneKo HC BCC IMPOU3BOJUTEIIN BBIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKpPBIBAIOIIUEC KPUTUUCCKUE YA3BUMOCTH

JUISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI 110 6€30MaCHOCTH MOOMIILHOTO TellepoHa:

1.

Huuro He sBnsercs mo HacrosieMy OecriaTHBIM. Byns ocTopokeH, Benb, Koraa Ttede
npeiaraloT 6ecIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH.
Hywmaii, npexxae dem otnpaBuTh SMS, dhoto wim Buaeo. Thl TOYHO 3HAEHIb, TNI€ OHU OYAYT B
KOHEYHOM uTOre?



3. Heobxommmo 0OHOBIATE ONEPAIMOHHYIO CUCTEMY CBOETO cMapTQoHa.

&

Vcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIJIs1 MOOUJIBHBIX TeNE(OHOB.

5. He 3arpyxaii npuioxeHuss OT HEM3BECTHOIO MCTOYHMKA, BEAb OHM MOTYT COAEpXKaTb
BPEIOHOCHOE MPOrpaMMHOE 0OecrieyeHue.

6. Ilocrne Toro, kak Thl BBIHACUIB C CAiTa, I/I€ BBOIWI JHUHYIO HWH(GOPMAINIO, 32l B HACTPOUKH
Opaysepa u yaanu COOKies.

7. Tlepuonnyecku npoBepsii, KaKue IJIaTHbIE YCIYI' aKTHBUPOBAaHbI HA TBOEM HOMEDPE.

8. MaBaii cBOl HOMEp MOOWJIBHOIO TejaepOHA TONBKO JIOASAM, KOTOPBIX Thl 3HA€Ulb M KOMY
JOBEpsCUIb.

9. Bluetooth momkeH ObITh BBIKJIIOYCH, KOTJIa ThI MM HE MOjb3yemibcs. He 3a0biBail mHOTIA

IIPOBEPATH 3TO.

online uzpwt

COBpeMeHHHe OnlineI/IrpBI — 9TO KpaCOYHBIC, 3aXBATbIBAIOLIMUC PA3BJICUCHU, O6L€,Z[HHHIOH_[I/I6
COTHH TBICAY J'IIO,Z[GfI o BCEMY MHDY. I/IFpOKI/I HCCICAYIOT I[aHHbIﬁ UM MHUD, 06H_IaI-OTC$I Apyr € Apyrom,
BBIIIOJHAIOT 3adaHusA, CpaXKaroTCd C MOHCTpaMHM W IMOJYYarOT OIIBIT. 3a YAOBOJILCTBUSA OHH ILJIATAT!:
IMMOKYyIaroT AUCK, OINIAYMBAIOT a0OHEMEHT WIIH HpI/IO6p€TaIOT KaKuec-TO OIIIIHMH.

Bce 3tu cpeactBa uayT Ha colepKaHHME M pPa3BUTHE WIPhI, a TaKKe Ha caMy O€30MacHOCTb:
COBEPILIECHCTBYIOTCSI CHUCTEMBI aBTOPH3AIMH, BBITYCKAIOTCS HOBbIE NaTtyd (IUQPOBBIC 3aIUTaTKH LIS
IPOrpaMM), 3aKpbIBatOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX urpax CTOMT oIacaTrbCsa HC CTOJBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu TBOCI'O
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOPpHU3allUuA OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecmm apyroif urpok Bener ceOs IUIOXO WIM CO3JaeT TeOe HENMPHUATHOCTH, 3a0JIOKUpPYH ero B
CIIMCKE UTPOKOB.

2. Tloxanyiics amMUHUCTpaTopaM HWIPhl Ha IUIOXO€ MOBEACHHE 3TOT0 HUIPOKA, JKEJNaTEeNIbHO

IIPWJIOKUTH KaKHE-TO 1I0Ka3aTeNbCTBA B BUJI€ CKPUHOB.

He yka3piBail tnunyto nHdopmainio B npodaiisne urps.

VYBakail Ipyrux y4aCTHUKOB I10 UTPE.

He ycranaBnuBaii He oduIIMATBEHBIE TATYA U MOJIBI.

Hcnonb3yil CIOKHBIE U Pa3HbIE TAPOJIU.

No ok ow

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIIOYATh aHTHBHpYC. [Toka ThI uUrpaeub, TBOH KOMIbIOTEP
MOTYT 3apa3UTh.

Quwunz unu Kpasica 1udHblX OAHHBIX

OObIYHON Kpaxell JeHer WU JOKYMEHTOB CEroJiHs Y)K€ HMKOTO HE YIMBHIIb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKN IEPEMECTHINCh B HHTEPHET, M NPOJOJDKAIOT 3aHUMAaThCs
«TIOOMMBIMY JIEJTIOM.

Tak mosiBHJIaCh HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBO WM (PHUIHHT, TJaBHAs IeJb KOTOPOTO
COCTOUT B TMOJIyYEHHH KOH(HUICHIHAIBHBIX JTaHHBIX II0Jb30BaTENIel — JIOTMHOB W mapojei. Ha
aHrmiickoM si3eike phishinguuraercs kak ¢umuHr (ot fishing — peiOHas noBist, PasSWOrd— napois).



OcCHOBHBIE COBETHI 0 0OpLOE ¢ HUIIHMHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciin ThI mojmo3peBaelib, 4TO TBOS aHKeTa ObLia B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KUPOBATh €€ U COOOIIUTHh aJMHHHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
cKopee.

2. Hcnonp3yii 6e30nacHble BeO-CaliThl, B TOM YHCIIE HHTEPHET-Mara3nHOB M MMOMCKOBBIX CHCTEM.

3. Hcnonw3yii crnoxxkHple W pa3Hble mnaponu. Takum oOpasoMm, eciu TeOs B3nomaroT. To
37I0YMBIIIICHHUKH MTOyYaT AOCTYI TOJBKO K OJHOMY TBOEMY NMPO(MUIIO B CETH. A HE KO BCEM.

4. Ecim T1e0s B3JIOMaliM, TO HEOOXOIUMO TPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
N00aBIICHBI y TEOsI B IPY3bsX, O TOM, UTO TeOs B3JIIOMAJIM M, BO3MOYKHO, OT TBOEIO UMECHHU OYIyT
pacchlIaThCs CIIaM U CCBUIKH Ha (PMITUHTOBBIC CANTHI.

5. YcranoBu Hagexubii mapois (PIN) Ha MoOuasHOM TeaedoHe.

OTKIIFOUM COXpaHEHUE Maposisi B Opaysepe.
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7. He oTkpsIBail Qaiiibl 1 Ipyrue BIOKEHUS B MUCbMaX Ja)ke €CIM OHH MPHIILUIA OT TBOUX JIPY3EH.
Jlydiie yTo4HU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (Pailiibl.

Hugposaa penymavusn

[ludppoBass penyranuss —3TO HeraTHUBHAas WM [O3UTHBHAasg HH(popMmanMs B ceTH O cebde.
Komnpomerupyromass wuHpopmanus, pa3MelleHHass B CETH WHTEPHET,MOXKET CEepbe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peanbHOM >xu3HU. «lludpoBas penyrauus» - 3TO TBOH HMMHUJIK, KOTOPBIH
dopmupyercst u3 nHpopmanmu o Tede B HHTEPHETE.

TBoe Mecto »xuTenbcTBa, y4ueObl, TBOe (DPUHAHCOBOE IOJOKEHUE, OCOOEHHOCTH Xapakrepa H
pacckasbl 0 OJIM3KHX — BCE 9TO HAKAIIMBAECTCA B CETH.

MHorue noJpoCTKH JIErKOMBICIEHHO OTHOCSTCS K IyOJIMKAIMK JTMYHOW HH(POPMAIMM B UHTEPHETE,
HE TMOHUMas BO3MOXKHBIE MOCeNCTBUS. Thl Jake HE CMOXKeNb Jorajgarbcs O ToM, uTo (oTorpadus,
pasMelleHHas 5 JIeT Ha3ajl, cTaja MPUYMHON OTKa3a MpUHATH TeOs Ha paboTy.

OCHOBHBIE COBETHI IO 3alUTE IIMPPOBON penyTaIiu:

1. Tlogymaii, mpexae 4eM 4To-TO MyOJIMKOBaTh U MepenaBaTh y ce0sl B 6Jiore MM B COLUANBHOM

CeTH.
2. B Hacrpoiikax mpoQwiIs YCTaHOBH OTPaHUYCHHS Ha TPOCMOTP TBOEro NPOPWIS U €ro
COAEP)KUMOTO, CIIeTIall €ro TOJIBKO «IJIA IPY3€ii».
3. He pasmemaii u He yka3piBalli WH()OPMAIHIO, KOTOpas MOXET KOTO-JTHOO0 OCKOPOJATh WIIH
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IKOJIbHUKU — aKTUBHBIE M0JIb30BaTEIN HU(POBOro rnpocrpancTsa. OQHAKO AaeKko
HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTHMHU BO3MOXKHOCTSIMHU ITUGPOBOTO MUpa TpeOyeT coOIIt0IeH s IpaB
Ha UHTEJUIEKTYalIbHYIO0 COOCTBEHHOCTb.

TepMUH «MHTEIIEKTyalbHasi COOCTBEHHOCTH)» OTHOCHUTCS K Pa3IMUHBIM TBOPEHHSIM YEJIOBEYECKOTO
yMa, HaulHasi ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4YMBasi KHUraMu, pororpadusiMu, KHHOPUIbMaMU U MY3bIKaJbHBIMU MTPOU3BEACHUSIMHU.

ABTOpCKOE MpPaBO - 3TO MPABO HA WHTEUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha MPOU3BEJEHUS HAYKH,
JUTEPATYpbl W MCKYCCTBAa. ABTOpCKME TIpaBa BBICTYHNAIOT B KAadyeCTBE TapaHTHUM TOrO, YTO
WHTEJJICKTYaJIbHBIA/TBOPUECKUNA TpyA aBTOopa He OyIeT HalpacHbIM, JacT €My CIIpaBeJIUBbIE



BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTaTaX CBOEro TpPyJa, MOJy4daTh M3BECTHOCTb M Npu3HaHue. Hukro
0e3 paspelieHusi aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NPOU3BEACHHE, PACIPOCTPAHATH, MYOJIUYHO
JEMOHCTPUPOBaTh, IpOJaBaTh, WMIIOPTUPOBATh, IIyCKaTb B IPOKaT, I[YOJWYHO HCHOIHATH,
MOKa3bIBAaTh/UCIIONHATH B 3()UPE WIN pa3MelIaTh B HHTEPHETE.

Hcnonbp3oBanue «IIUPATCKOro» MporpaMmMHOIO 00eCIIeYeHHUS] MOXKET IMPUBCCTH KO MHOI'UM pUCKAM:
OT TOTCPU HOAHHBIX K TBOUM d4dKKayHTaM [0 6JIOKI/IpOBKI/I TaKoro yCTpOﬁCTBa, Tac YCTAaHOBJICHA
HCJICTaJIbHasA IIporpamMma. He crout Ttakxe 3aGBIBaTB, 4TO CYWCCTBYIOT JICTAJIBHBIC M OecriaTHbIC
IMporpamMmal. He crout Ttaxxke 3a6BIBaTB, 4TO CYWCCTBYIOT JICTAJIIBHBIC U OecIuiaTHBIE IMporpamMmhl,
KOTOPBIE MOXKHO HalTH B CETH.

O nopmane

CeteBHUOK.p(h — TBOM INIaBHBIA COBETUYMK B CETH. 3/1€Ch Thl MOKEIIb Y3HATh O O€30MaCHOCTH B CETH
HNOHSTHBIM M JIOCTYIHBIM $I3bIKOM, a IPU BO3HMKHOBEHMHM KPUTHUYECKONW CHUTyallMd OOpaTUThCS 3a
COBETOM. A Take MPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMBIM IIU(MPOBBIM I'PaKJaHHHOM !



